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1. Purpose and Objectives
This Business Continuity Plan (BCP) sets out how Haarty Hanks maintains critical functions and services in the event of a significant disruption. Haarty Hanks operates as a fully cloud-based business, a strategic investment made following the Covid-19 pandemic that fundamentally transformed our operational model. Approximately 80% of our operations are conducted via cloud infrastructure, with the remainder supported by cloud-compatible tools and processes.
This cloud-first model means that Haarty Hanks is not dependent on any physical premises to remain operational. Staff are equipped and empowered to work from any location with internet connectivity, and all business-critical systems, data and communications are hosted securely in the cloud. This gives us a level of inherent operational resilience that many businesses do not have.
The objectives of this plan are to:
1. Identify and protect critical business functions and cloud-based resources
1. Establish clear response procedures for various types of disruption
1. Define roles and responsibilities during a continuity event
1. Set out communication procedures for staff, clients and stakeholders
1. Enable a structured recovery to full operational capacity with minimal downtime
2. Our Cloud Infrastructure
Haarty Hanks's investment in cloud infrastructure provides the foundation of our business continuity capability. Unlike businesses that rely on physical premises or on-site servers, our model ensures that a loss of any single location, device or piece of hardware does not interrupt our ability to serve clients.
Key characteristics of our cloud infrastructure include:
1. All business systems, applications and data are hosted on secure, enterprise-grade cloud platforms
1. Staff can access all systems securely from any device and any location with internet connectivity
1. Cloud providers maintain their own redundancy, failover and disaster recovery capabilities as standard
1. Data is automatically backed up and replicated across multiple geographic locations
1. System access is protected by multi-factor authentication and role-based permissions
1. There is no single point of failure tied to a physical location or on-site hardware
3. Risk Assessment and Scenarios
We have assessed the key risks that could disrupt our operations. Because we are cloud-based, risks associated with physical premises, such as building access, on-site infrastructure failure and physical damage, do not apply to our business. The risks we manage are:
	Scenario
	Likelihood
	Impact
	Priority

	Cloud platform outage or degraded service
	Low
	High
	Critical

	Cyber attack, ransomware or data breach
	Medium
	High
	Critical

	Loss of key personnel
	Medium
	High
	Critical

	Internet or connectivity failure (individual)
	Medium
	Low
	Low

	Supplier or third-party platform failure
	Medium
	Medium
	High

	Pandemic or public health event
	Low
	Low
	Low

	Account compromise or unauthorised access
	Medium
	High
	Critical



4. Premises Dependency: Not Applicable
Haarty Hanks does not operate from a single fixed premises and is not reliant on any physical office environment for the delivery of its services. In the event of any disruption, there is no requirement to identify alternative working locations, arrange emergency office space or facilitate staff travel to a recovery site.
All staff are fully equipped to work from their own locations as standard practice. This is not a contingency arrangement; it is our normal, everyday operating model. Business continuity in the event of premises-related disruption is therefore assured by default.
5. Critical Business Functions
The following business functions have been identified as critical. Given our cloud-based infrastructure, recovery time objectives are significantly shorter than those of businesses dependent on physical infrastructure:
1. Client communication and relationship management: Recovery Time Objective (RTO) 1 hour
1. Core service delivery: Recovery Time Objective (RTO) 2 hours
1. Financial transactions and invoicing: Recovery Time Objective (RTO) 4 hours
1. Access to cloud systems and data: Recovery Time Objective (RTO) 1 hour
1. Internal communications and collaboration: Recovery Time Objective (RTO) 1 hour
1. Payroll and HR functions: Recovery Time Objective (RTO) 24 hours
6. Roles and Responsibilities
	Role
	Responsibility

	Business Continuity Lead
	Overall ownership of the BCP, declaring a continuity event, coordinating the response and communicating with the board

	IT and Cloud Systems Lead
	Managing cloud platform incidents, coordinating with providers, overseeing data integrity and cybersecurity response

	Operations Lead
	Maintaining service delivery and managing client communications during any disruption

	Communications Lead
	Managing internal and external communications, stakeholder updates and any required media relations

	HR Lead
	Supporting staff welfare and managing any redeployment or additional resource requirements



7. Response Procedures
In the event of a disruption, the following steps will be taken:
1. Step 1: Incident identified and reported to the Business Continuity Lead
1. Step 2: Initial assessment of the nature, scope and likely duration of the disruption
1. Step 3: BCP activated if necessary; relevant team members notified immediately
1. Step 4: Cloud systems status confirmed; affected platforms or services identified
1. Step 5: Staff notified via alternative communication channels if primary systems are affected
1. Step 6: Clients and key stakeholders notified as appropriate with an honest and timely update
1. Step 7: Critical functions restored in order of priority using backup systems or alternative platforms where necessary
1. Step 8: Regular updates issued to staff and stakeholders throughout the incident
1. Step 9: Return to normal operations confirmed; post-incident review conducted and learnings documented
8. Cyber Security and Cloud Incident Response
Given our cloud-based model, cybersecurity events represent one of our most significant business continuity risks. We maintain a specific cyber incident response process that sits alongside this BCP and covers:
1. Immediate isolation and containment of affected systems or accounts
1. Engagement with our cloud platform providers' security and incident response teams
1. Notification to relevant authorities, including the Information Commissioner's Office where personal data may be at risk
1. Recovery of systems and data from cloud backups
1. Post-incident review and strengthening of controls
1. Communication to affected clients or individuals as required under our Data Protection Policy
9. Connectivity Contingency
Whilst loss of internet connectivity for an individual team member is a low-impact event given our distributed model, we recognise that a widespread internet outage could affect multiple staff simultaneously. In such circumstances:
1. Staff will switch to mobile data connections as a primary fallback
1. Critical client communications will be managed via mobile telephone where necessary
1. The Business Continuity Lead will assess impact and communicate expected resolution timelines
1. Cloud platforms will remain fully intact and accessible as soon as connectivity is restored; no data is lost and no recovery action is required
10. Communication Plan
1. Internal communications will be managed via our primary cloud collaboration tools; a secondary communication tree using personal mobile numbers is maintained separately
1. Clients will be contacted directly by account managers; the Communications Lead will manage broader client communications if required
1. Updates will be issued at regular intervals throughout any continuity event, with a target of every two hours for significant incidents
1. A communications log will be maintained throughout any incident for audit and review purposes
1. Post-recovery communications will confirm return to full normal service
11. Testing and Review
This plan will be reviewed at least annually and tested through a structured desktop exercise. Given that our day-to-day operations already reflect the model described in this plan, the principal focus of testing is on our response to cyber incidents and cloud platform outages.
This BCP will also be reviewed and updated following any actual continuity event, any significant change to our cloud infrastructure or supplier relationships, or as a minimum on an annual basis.
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