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Data Protection Policy
Our approach to protecting personal data in line with UK GDPR and the Data Protection Act 2018
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1. Policy Statement
Haarty Hanks is committed to processing data in accordance with its responsibilities under the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. This policy sets out how we seek to protect personal data and ensure that staff understand the rules governing their use of personal data to which they have access in the course of their work.
2. Scope
This policy applies to all staff of Haarty Hanks and covers all data that the company holds relating to identifiable individuals, even if that information technically falls outside of the UK GDPR. This includes the personal data of: customers and clients, employees and job applicants, suppliers and business contacts, and any other individuals whose data is processed in connection with our business activities.
3. The Six Data Protection Principles
Under the UK GDPR, all personal data must be processed in accordance with the following principles. Personal data must be:
1. Processed lawfully, fairly and in a transparent manner (Lawfulness, Fairness and Transparency)
1. Collected for specified, explicit and legitimate purposes and not further processed in a manner incompatible with those purposes (Purpose Limitation)
1. Adequate, relevant and limited to what is necessary in relation to the purposes for which it is processed (Data Minimisation)
1. Accurate and, where necessary, kept up to date (Accuracy)
1. Kept in a form which permits identification of data subjects for no longer than is necessary (Storage Limitation)
1. Processed in a manner that ensures appropriate security of personal data (Integrity and Confidentiality)
4. Lawful Basis for Processing
We will only process personal data where we have a lawful basis to do so. The lawful bases on which we most commonly rely include:
1. Consent: the data subject has given clear consent for us to process their personal data for a specific purpose
1. Contract: the processing is necessary for a contract we have with the individual, or because they have asked us to take specific steps before entering into a contract
1. Legal obligation: the processing is necessary for us to comply with the law
1. Legitimate interests: the processing is necessary for our legitimate interests or the legitimate interests of a third party
5. Individual Rights
Under UK GDPR, individuals have the following rights:
	Right
	Description

	Right of Access
	Individuals can request access to their personal data (Subject Access Request) within one month of the request.

	Right to Rectification
	Individuals can request that inaccurate personal data is corrected without undue delay.

	Right to Erasure
	Individuals can request deletion of their data where there is no compelling reason to continue processing.

	Right to Restriction
	Individuals can request that processing is restricted in certain circumstances.

	Right to Portability
	Individuals have the right to receive their personal data in a structured, commonly used format.

	Right to Object
	Individuals can object to processing based on legitimate interests or direct marketing.



6. Data Security
We are committed to ensuring that personal data is kept secure. We use a range of technical and organisational measures to protect personal data against unauthorised or unlawful processing and against accidental loss, destruction or damage.
1. Access to personal data is restricted to those with a genuine need to access it
1. All staff are trained on data protection requirements
1. Strong password policies and multi-factor authentication are implemented where appropriate
1. Data is encrypted in transit and at rest where required
1. Regular security assessments and vulnerability testing are conducted
1. Physical security measures are in place to protect data held in physical form
7. Data Retention
We will not retain personal data for longer than is necessary for the purposes for which it was collected. We maintain a data retention schedule that sets out the appropriate retention periods for different categories of personal data, taking into account our legal, contractual and business obligations.
8. Data Breach Procedure
In the event of a personal data breach, we will assess the risk to individuals and, where required, notify the Information Commissioner's Office (ICO) within 72 hours of becoming aware of the breach. Where the breach is likely to result in a high risk to individuals, we will also notify those individuals without undue delay.
9. Data Protection Officer / Responsible Person
Haarty Hanks has designated a responsible person for data protection matters. Any questions regarding this policy or requests from individuals exercising their rights should be directed to the data protection contact via the website at www.haartyhanks.com.
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